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NO.1 A server that filters traffic between a WAN and a LAN is which of the following?
A. Proxy server
B. RAS server
C. Default gateway
D. Email server
Answer: A

NO.2 A large corporate office is looking to place smaller network closets around campus to handle
switching for remote workstations. To which of the following is this referring?
A. MDF
B. VPN
C. RDP
D. IDF
Answer: D

NO.3 Which of the following preventative measures would BEST secure a web server from being port
scanned by attackers publicly?
A. Content filter
B. Proxy server
C. ACL implicit allow
D. Firewall
Answer: D

NO.4 A technician wants to configure multiple switches to support all of the corporate VLANs. Which
of the following will allow configuration of the switches and have the information propagate
automatically to the other switches?
A. FTP server
B. VTP server
C. Virtual PBX
D. NTP server
Answer: B

NO.5 Which of the following would be used to connect a singlemode fiber cable to a CAT6
connection?
A. Media converter
B. T1-crossover
C. Multimode cable
D. Coaxial
Answer: A
Explanation:
Media converters support many different data communication protocols including Ethernet, Fast
Ethernet, Gigabit Ethernet, T1/E1/J1, DS3/E3, as well as multiple cabling types such as coax, twisted
pair, multi-mode and single-mode fiber optics.
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NO.6 Joe, a network technician, is tasked with setting up a new wireless network in an office for
office laptops and desktops only. The surrounding offices already have many wireless networks. Joe
discovered that over 30 wireless networks were showing up as he completed a wireless survey of the
office. Every single one of the networks that Joe was able to see while conducting the wireless survey
were 802.11b/g networks. Which of the following should Joe consider before purchasing/installing
the new wireless access points?
A. Move the WAP so that it is close to the interior walls.
B. Determine which wireless channels and bands to use to mitigate as much interference as possible.
C. Turn the SSID broadcasts off to decrease interference.
D. Determine if the business should relocate to a building with a lot less surrounding wireless
networks.
Answer: B

NO.7 A small business owner is in the process of setting up a SOHO office. The office has only one
connection to the Internet via a broadband cable connection. The office has four subnets that must
be able to connect to the Internet. Which of the following devices would enable the owner to meet
these requirements?
A. A firewall
B. A router
C. A hub
D. A Layer 2 switch
Answer: B

NO.8 While preparing to replace an old CAT3 cable with a CAT6 cable to implement VoIP, a facilities
employee mistakenly disconnects the entire patch panel, including valid wiring to live workstations.
Which of the following should an administrator use in order to connect those ports FIRST?
A. Toner
B. Multimeter
C. Reflectometer
D. Cable tester
Answer: A
Explanation:
Toner@ connects to any voice, data, or video cable to detect open/short circuits,continuity, AC/DC
voltage* and dial tone* all while protecting up to 52 volt.

NO.9 Which of the following would be used to run an instance of a Layer 2 device within an
application?
A. Virtual switch
B. Virtual router
C. Virtual PBX
D. NaaS
Answer: A
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NO.10 A technician needs to install network device in a SOHO network. The office requires 9 wired
workstations to share and print data. Which of the following can the technician use?
A. A 12 port unmanaged switch.
B. A wired router with an 8 port switch and a WAN port.
C. A wireless router with an 8 port switch, and a WAN port.
D. A 8 port firewall with one console port.
Answer: A

NO.11 A technician would like to connect two separate LAN networks at a small business for a short
period of time, to share files. The connection needs to be temporary, and is physically impossible
using standard network cabling. Which of the following is the BEST way to connect the networks in
this situation?
A. Wireless repeater
B. Wireless bridge
C. Bluetooth
D. RADIUS server
Answer: B

NO.12 A technician wants to send management information from devices on the network to a central
server and have it encrypted in the process. Which of the following protocols can be used?
A. SNMPv3
B. FTP
C. TFTP
D. Telnet
Answer: A

NO.13 A recent flood in the office caused a lot of equipment to be damaged and the manager of the
IT department would like a way to prevent such an incident in the future. Which of the following is
the BEST way to mitigate such an equipment failure?
A. Reduce the power input on the replacement servers.
B. Cover the servers with plastic tarps.
C. Purchase twice as many servers to create high availability clusters.
D. Transfer the replacement servers offsite to a data center.
Answer: D
Explanation:
As we replace replacement servers offsite to datacenter this will cause lower traffic on over lan and
will not cause failure of these server also.

NO.14 Joe, a technician, suspects a virus has infected the network and is using up bandwidth. He
needs to quickly determine which workstation is infected with the virus. Which of the following
would BEST help Joe?
A. Web server
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B. Syslog
C. Network sniffer
D. SNMP
Answer: C
Explanation:
Network sniffer is a tool to analyze packets that are being exchanged between the hosts and using
this Joe can understand whether there was traffic encountered to server or not which was infected.

NO.15 A consultant has been hired to wire a simple small office of ten computers to a layer 2
Ethernet 100BaseT switch. Which of the following cabling will be needed for the installation?
A. Multimode fiber
B. RG-59 coaxial
C. CAT6a
D. CAT3
Answer: C

NO.16 Which of the following protocols is used to send time synchronization updates on a given
network?
A. NTP
B. POP3
C. DNS
D. IMAP
Answer: A

NO.17 A technician is troubleshooting a problem where data packets are being corrupted. Which of
the following connectivity problems should the technician check?
A. Attenuation
B. Latency
C. Crosstalk
D. External interference
Answer: C

NO.18 At which of the following locations does the responsibility of a Telco provider cease?
A. IDF
B. CSU
C. Demarc
D. MDF
Answer: C

NO.19 An administrator has set up several IPSec and SSL tunnels to terminate on a single device.
Which of the following has the administrator deployed?
A. Proxy Server
B. Load Balancer
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C. VPN Concentrator
D. Web-Application Firewall
Answer: C

NO.20 Which of the following protocols is used to transfer files over the Internet?
A. SNMP
B. NTP
C. FTP
D. SIP
Answer: C
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